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normally, the protocol used with snmp is
a fairly stateless protocol. since the
simplest version of snmp supports a

query-only model, no agent is needed for
the cisco-config-mib. the snmp-nbi

snmpd process provides the interface
between the public and the private mibs.

as a result, the public mibs can be
queried or viewed via snmpget. the

public mibs are used for device discovery
(agent-based) and monitoring (snmp-nbi-
server), while the private mibs are used
for device configuration (agent-based)
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and management (snmp-trap). configure
snmp traps on your switch by using the

trap directive in the switch startup
configuration. the trap directive consists

of a list of mibs. the list of mibs is
represented by statements in the form of

mib-module option mib-name. if no
options are given, a default set of mibs

are used. mib-name is a mib in the
context of the switch. the mib-name

would have the form community string
mib-name. the following example shows

the trap directive for a switch in the
private mib: trap table system.enterprise
.private.cisco_ios_configs mib-root mib-
root ::cisco-ios-xe-oper:system-enterpris
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e-private-cisco-ios-xe-oper:configurations
mib-root managerialaccountingasiaglobal
edition2epdfdownload trapping is done

by sending an snmp message to a
management station (server). the

management station replies to the snmp
message and informs the switch that it is

ready to receive configuration
information. if configuration information

is to be sent to the switch, the
management station sends the

information to the switch. cisco a-vlan
also includes a program called

snmpadmin to manage cisco devices via
snmp. 5ec8ef588b
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